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FOREWORD

Praise the presence of Allah SWT, who continuously pours His mercy and
grace to us all, so International Syimposium with theme "Cyber crime:
seen from various perpectiver of science and seminar result of research
community services", can be done well so this Proceeding can be
published. The theme was chosen with the reason to give the academic
world attention in various scientific perspectives about the importance
of cyber crime that still beum the attention of many people, including
the world of college.

Researchers of higher education have produced much research both
national and international research results related to issues of education,
economics, language, communication and politics in facing the era of
globalization, but still many have not been disseminated and published
widely, accessible to people in need. On the basis of this, National
Seminar The results of this research became one of the national
Academics event to present their research, as well as exchange
information and deepen the problem of research, and develop
sustainable cooperation.

The seminar was attended by researchers from various fields of science
from various universities in North Sumatra and other areas outside
North Sumatera, which discussed various fields of study in economics,
communications and politics in order to provide ideas and solutions to
strengthen Indonesia’s role in global competition and strengthen
national identity.

Finally, we would like to thank the Head of the Muslim University
Nusantara Al Washliyah, the Speakers, the Speakers, the Participants,
the Organizing Committee, and the Sponsors who have sought to
succeed the International Seminar on the Results of this Research. May
Allah SWT give His blessings to all of us.

Medan, Pebruari 2018
Nelvitia Purba, SH, M.Hum, Ph.D

chairman of the committee
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CYBER CRIME IN THE SIGHT OF ISLAMIC LAW

Nurhayati. A
The Lecturer Coordinator of regional private universities. I Medan, DPK. University of
Dharmawangsa Medan

Abstract

According to Islamic law or jinayah figih, for the perpetrators of cyber crime will be
charged by ta'zir sanctions where the decision of the crime is decided by the government
through a judge. The determination of the ta'zir punishment is a deep assessment
especially when ta'zir is understood based on the approach of figih suggestion. There are
some things that need to be questioned, especially whose is related or authorized to
establish ta'zir's punishment and the maximum and minimum limit of the ta'zir
punishment. Ta'zir is a punishment not prescribed by al-qur'an and hadith related to a
crime that violates the right of god and right servant, which serves to give lesson to the
perpetrator of the crime and prevent it to not repeat the same crime.

Keywords : syara’, jinayah, ta'zir, cybercrime.

A. RATIONALES

The development of the
times in positive things, will be
accompanied by negative
developments, such as the variety of
crimes committed by humans. Cyber
crime is one of the evil acts that
emerged in today's modern times,
cyber crime or crime in cyberspace
in the general refers to criminal
activity committed by  using
computers or computer networks as
its main element, the term is also
used for crime or criminal acts
through computer where computer or
computer network is used to
facilitate or enable the commission
of such crimes.  Cybercrime
perpetrators can analyze the
workings of the computer system and
its network, it is also able to find
loopholes that will use these
weaknesses to be able to enter and
commit crimes such as data theft.
These people are highly skilled in
computer science, and computer
programming, for perpetrators of this
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criminal cyber crime under Islamic
law or jinayah figih are subject to
ta'zir sanctions in which the decision
on a crime is decided by the
Government through a judge. The
determination of the tazr
punishment is a deep assessment
especially when ta'zir is understood
based on the approach of figih
suggestion. There are some things
that need to be questioned, especially
those related to who is authorized to
establish ta'zir's punishment and is
the maximum and minimum limit of
the ta'zir punishment.

The Specific terminology
for categorizing criminal offenses in
Islamic Law, there are three kinds:
first: jarimah hudud, which is a
criminal act with sanction of
punishment (the punishment
determined by syara ‘and is the right
of Allah).

Second: Jarimah gishaash / diyat,
that is a crime with punishment
sanction Jarimah qishaash / diyat
(retaliation or punish the appropriate



/ property that must be issued
because of criminal action and given
to the victim or his family).

Third: Jarimah ta'zir. (Punishment
for acts of violation and criminality
that are not regulated exactly in law
had.

What is meant by the jarimah is: the

prohibitions of syara ' which
threatened by God with the
punishment of had or tazir.

Meanwhile, according to syara ' ie:
all actions prohibited by syara' to do.
The criminal acts included into the
jarimah hudud are seven kinds:
1.adultery
2. Qadzaf (accusing others of
committing adultery);
3. Drinking;
4. Stealing;
5. Hirabah (acts of crime committed
openly and accompanied by
violence);
6. Apostates;
7. Al-Baghyu (acts of treason).
Included in the jarimah
gishaash / diyat is intentional killing,
semi-intentional killing (killing by
means and instruments that are not
usually for killing) and unintentional
abuse. While the criminal acts
included in the jarimah ta'zir are all
forms of the punishment that can not
be punished with the jarimah hudud
and jarimah qgishaash / diyat.
B. Definition of ta'zir
Ta'zir means: mashdar
word 'azzara (¢J0) which means to
reject and prevent, punish, criticize
or beat. "Ta'zir etymologically has a
number of meanings, among others,
help and exaltation”. "Ta'zir is
further more popularized in terms of
teaching and humiliation”. "Ta'zir is
interpreted by a punishment in the
form of giving a lesson, or
preventing a criminal offender from
returning to the punishment or
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making a deterrent.” The notion of
ta'zir is a punishment that is not
determined by the Qur'an and hadith
related to a crime that violates God's
right and the right of servant, which
serves to provide lessons for the
offender and prevent him from
recurring similar crimes.

Ta'zir also means unspecified
punishment (form and amount) that
must be applied to all forms of
immorality that does not include
hudud and kafarat, whether the
violation concerning the rights of
Allah or personal rights. The
punishment to be handed over to the
ruler / judge to determine the form
and measure in accordance with the
welfare and objectives syara' in
establishing the law. The ta'zir's legal
sanctions are intended to provide
warnings and teachings to make
people feel insulted by the actions
they have done so that they are
motivated to leave them.

C. The division of Ta'zir.

The theologians divide the ta'zir's
punishment into two forms:

1. At-ta'zir 'ala al-ma‘asi. Immorality
Is doing an act that is forbidden syara
‘and abandon the deed required of

syara'. This sinful act not only
concerns God's rights, but also
concerns  personal rights.  For
example syara ‘determines that
prayer is obligatory. So if someone
leaves the prayer, then the
perpetrator is subject to ta'zir
punishment.

Basically the Muslims who leave the
prayers are criticized with very
severe punishment in the hereafter,
there are even a number of hadiths
that explain his suture in the afterlife
and even considered to be a kafir if
Muslims leave the prayer
intentionally.



Because such a sinner is not found a
nash that states expressly the form
and the amount of punishment. But
theologians differ on the kind of
punishment that should be imposed
on people who leave prayers or those
who do not work on other mahdhah
services. In the case of people
leaving prayers, there are theologians
who think that his sentence was
killed. But the killing of ta'zir
punishment performers is not agreed
upon by the theologians.

The definition that can be
understandable is considered as a
jarimah (crime) if the act is an act
that is prohibited by shari‘at, such as
killing, stealing, adultery and others.
While the act of leaving prayers,
fasting, and alms can not be
categorized into non-criminal acts,
but still subject to ta'zir or even
combat penalty.

2. At-ta'zir li al-maslahah al-Ummah.
The ta'zir punishment in this form is
usually fixed to those who interfere
with and undermine interests, order
and public benefit. The Prophet once
imprisoned a man who had been
accused of stealing a camel.
However, when the accused was not
proven to commit the theft of the
camel, the Messenger of Allah
released it. Based on the actions of
this Apostle, the theologians believe
that the prison sentence is one form
of the ta'zir's punishment.

D. The Basic Law of Ta'zir.

Islam is a gquideline for
living and managing people in
carrying out daily life activities, life
guidelines in the field of law is called
the term figih where it is the result of
understanding of Islamic scholars
against the source of the law ie Al-
Qur'an and hadith is a guide to life
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for human. The in-depth observation
of the provisions contained in the
Qur'an provides a basic
understanding that the provisions in
it are multivariate which is basically
aimed at improving human welfare.
Although all the provisions contained
in the Quran are final, but the
meaning of the provisions contained
in the Qur'an is not always assertive.
If those provisions are assertive then
there will be no room for
interpretation, then that is positive.
So if there are provisions that are not
assertive then this will be interpreted
/ ambiguous. "One of the provisions
in the Quran and hadith that
provides opportunities for
differences in determining final legal
decisions for perpetrators of criminal
acts in Islamic criminal law,
especially those related to ta'zir
which is part of the punishment in
jinayah islam.

The application of this ta‘zir's
punishment according to some
theologians are also based on the
Qur'anic texts which explain about
the punishment for the offender of
violation of public order, and some
Quranic information which enjoins
Muslims to defeat the infidels so that
they will do command of God ™.

E. Ta'zir case

Generally divided into:

1. Breach of honor;

2. Breach of glory;

3. Destructive acts of reason;

4. Violation of property;

5. Security disturbances;

6. Subversion;

7. Violations relating to religion.

F. Sanctions Or Ta'zir Punishment

1. Death penalty;



2. Whips that can not be more than
10 times;

3. Jail;

4. Exile;

5. Boycott;

6. Cross;

7. Compensation (ghumarah);

8. Confiscation of property;

9. Changing the form of goods;

10. The real threat;

11. Advice and warning;

12. Revocation as a property right
(hurman);

13. disapproval (tawbikh);

14. Proclamation (tasyhir).

It is necessary to determine
the appropriate form and size of ta'zir
sanctions for each of the offenders.
Fugaha madhhab formulate a number
of forms and sizes of ta'zir sanctions,
some are very heavy as sanctions Kill
. "And some are lighter, such as
confinement”, "fine”, and "whip".
Rasulullah SAW said that means:
"do not be beating more than ten
lashes, except only in the execution
of punishment that has been
established by Allah SWT".

Each sanction is intended, except for
the death penalty, there are still
levels and sizes. Penalty sanctions
for example, can be selected how
long the confinement. If fined, it is
necessary to ascertain how much the
fine or if whipped, it must be
determined how many lashes and so
on. The types of punishment in the
ta'zir punishment, according to figh
theologians are usually the mildest
form of punishment, such as
rebuking the convicted, denouncing
or humiliating the convict and the
toughest punishment, such as the
death penalty. Such punishments are
of a physical nature, such as beatings
or chests, some of which are
spiritual, such as rebuke, threats and
warnings, some of which are both

388

International Syimposium Proceeding

temporal and spiritual, such as
temporary detention and
imprisonment, others of material
nature such as fines. among the
ta'zir's  punishments there are
mentioned in the texts (verses of the
Qur'an or hadith) and some are not
mentioned at all. Ta'zir has become a
separate term given the sense as a
legal sanction imposed on the
offenders outside the hudud and
kifarat. Hudud sanctions are among
others imposed on the perpetrators of
theft, adultery, drinkers and accusers.
While Kkifarat charged to  wata’
perpetrators during the day of
Ramadan or when it is ihram.

G. Research Results

In the view of Islamic Law
ta'zir is a punishment stipulated by
the Government or judge against a
crime that is not mentioned penalty
firmly and detailed in the Qur'an and
hadith or punishment that does not
include the jarimah hudud, gishas
and diyat and kafarat. The Shari'ah of
Islam only sets forth a number of
applicable penalties, in accordance
with the wishes of the will therefore,
the application of punishment in
accordance with the crime committed
is left entirely to the wisdom of the
ruler / judge. However, the
authorities / judges are not allowed to
abuse the delegation of authority in
determining the ta'zir punishment. In
determining a punishment against the
ta'zir punishment, the authorities /
judges must always be based on the
circumstances of the convict, the
environment surrounding the
convicted, the welfare of the people
who desire and oriented on the
desired punishment goal syara
'namely the prevention of a person
and the cessation of a person
committing a criminal offense ta'zir.



In the modern era, the application of
the ta'zir punishment depends
heavily on the extent and narrow
effect of the offense committed by
the perpetrators of the crime. The
more widespread the negative effects
that the perpetrators of crime have,
the law should be maximized. In
addition, the social status of the
offender criminal must also be a
consideration so that the syariah’s
goal in the form of universal justice
can be achieved. If so, ta'zir legal
sanctions have broader object of
enforcement. Associated with the
application of ta‘zir legal sanctions
against perpetrators of the above
violations may be considered
elements of certainty and legal
justice that should have a judge.
Implementation of the sanctions, in
addition to making the culprit
deterrent so repentant, also to
maintain the benefit of the people
from the possibility of becoming
victims of the violation.

H. Conclusions

According to Islamic law or figih
jinayah cyber crime or crime in the
cyber space is subject to get ta'zir
sanctions where the decision on this
crime is decided by the Government
through a judge, in cases of cyber
crime prosecuted / expected a judge's
wisdom to decide or sentence to a
perpetrators of cyber crime with a
just punishment in accordance with
his actions, the application of ta'zir
legal sanctions against cyber crime
perpetrators will be seen / examined
or investigated to the extent and
narrow  effect  of  violations
committed perpetrators of cyber
crime.

389

International Syimposium Proceeding

The more widespread the negative
effects of cyber crime perpetrators,
such as treason or subversion to
disturb state security, the law must
be maximized, or vice versa if
negative effects do not harm the
community / person, but disturb
society / person, a judge can give a
warning or the reprimand also makes
an agreement to prevent the
perpetrator or the fear of committing
a similar crime, ascertain the
deterrent effect in his treatment or in
his life.
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